
 
             

 
    

 
  
 
 

  
 

 
  

               
               
                 

             
                

   
 

 
  

              
               

              
                

             
                

   
 

 
  

                
             

             
              

 
 

  
                

                 
        

 
 

  
               

                
                 

Information Sharing Certificate Program 

Additional Resources 

GENERAL RESOURCES 

Addressing the Needs of Multi-System Youth: Strengthening the Connection between 
Child Welfare and Juvenile Justice 
http://cjjr.georgetown.edu/pdfs/msy/AddressingtheNeedsofMultiSystemYouth.pdf 
This paper, published by the Georgetown Public Policy Institute's Center for Juvenile Justice Reform and 
Robert F. Kennedy Children's Action Corps, provides a framework for jurisdictions to utilize in their 
efforts to better serve crossover youth. As the authors of this paper describe, often it is structural 
barriers—such as a clear statement of understanding concerning the sharing of information, assessment 
processes, and joint case management—that block the kind of progress we would otherwise see on behalf 
of crossover youth. 

Child Welfare Information Gateway: Ethics and Confidentiality 
http://www.childwelfare.gov/management/ethical/confidentiality.cfm 
The U.S. Department of Health and Human Services’ Administration for Children and Families has 
developed a site that compiles resources addressing the ethical issues that surround the confidentiality of 
personal information, including State and local examples. Children, youth, and families involved with the 
child welfare system have a right to the privacy of their records and personal information, except under 
certain circumstances. Developing and coordinating a system of policies and practices that guides 
information sharing among the agencies that serve families is an important part of providing sound and 
ethical services. 

Child Welfare Information Gateway: Information Sharing 
http://www.childwelfare.gov/management/info_systems/info_sharing.cfm 
This site contains a variety of resources to improve data sharing among organizations, including state and 
local examples. Some notable examples include information on cross-system data sources in child 
welfare; alcohol and other drug services, and courts; service integration supported by information 
technology; and data sharing initiatives among scholarship programs for alumni of foster care. 

Collecting Data to Improve Educational Outcomes for Children in Out-of-Home Care 
http://www.americanbar.org/content/dam/aba/migrated/child/education/publications/qa_data_final.authch 
eckdam.pdf 
This site provides a Q&A sheet that addresses the importance of collecting data to improve the 
educational performance of children in care, the types of necessary data, as well as examples of data 
collection efforts that have improved student outcomes. 

Data for Action 2011 
http://dataqualitycampaign.org/resources/details/1533 
How can states allocate scarce resources AND improve student achievement without data? The answer is 
simple: they can’t. States cannot inform these critical policy conversations, or any others for that matter, 
without effective data use. In this report, find out more about the changing landscape of education policy 
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and data; the critical role of data in empowering stakeholders to make informed decisions; Data for 
Action 2011 key findings; emerging data and policy issues confronting states; and more. 

Establishing and Maintaining Interagency Information Sharing 
https://www.ncjrs.gov/pdffiles1/ojjdp/178281.pdf 
This Bulletin describes the key elements of effective information sharing, provides a model interagency 
agreement, and highlights examples of best practices for partners working to integrate juvenile justice 
services and develop informed, appropriate decisions regarding youth. Attaining interagency 
collaboration and setting parameters for information sharing is challenging, but success in these areas can 
help ensure that juveniles receive the support they need. 

Guidebook for Juvenile Justice and Child Welfare System Coordination and Integration 
http://www.cwla.org/programs/juvenilejustice/jjguidebook08.pdf 
This guidebook provides practical guidance for state and local jurisdictions in their endeavor to integrate 
the juvenile justice and child welfare systems. It is replete with strategies, tools, and useful resources. 
Specifically, it outlines the data processes of collection, management, and performance measurement that 
would need to be shared and standardized across systems. The guidebook presents in detail the issues one 
may encounter during each phase of the strategic planning process and is a sourcebook for promising, 
practical approaches that jurisdictions around the nation have used to overcome barriers and obstacles. 

Improving Educational Outcomes for Youth in the Juvenile Justice and Child Welfare 
Systems Through Interagency Communication and Collaboration 
http://www.neglected-
delinquent.org/nd/docs/NDTAC_PracticeGuide_InteragencyCommunication_2011.pdf 
This NDTAC practice guide examines the principle that interagency communication and collaboration is 
vital to fostering better outcomes for youth involved with the juvenile justice and child welfare systems. 
The article highlights the challenges related to merging databases or integrating existing databases within 
a new cross-system information warehouse. It also contains a series of recommendations that allow 
agencies to overcome these challenges. 

Information Sharing to Improve Outcomes for Children in Out-of-Home Care 
http://www.americanbar.org/content/dam/aba/migrated/child/education/publications/qa_information_shari 
ng_final.authcheckdam.pdf 
This Q&A sheet addresses how sharing education-related information can improve educational outcomes 
for children in out-of-home care, in what circumstances personally identifiable information can be shared 
across agencies, and methods for agencies to share data. 

Intelligence for Social Policy: Document Resources 
http://www.ispc.upenn.edu/documents.html 
The ISP Document Resources section provides a growing collection of documents related to the efforts of 
network members to establish, maintain and use integrated data systems to provide information for policy 
research, development, and evaluation. Documents are presented on pages dedicated to individual 
network members. Documents are also included that address five key issue areas: Individual Rights to 
Privacy, Research Ethics, Integrative Technology, Data Quality, and Cost-Benefit Considerations. 

Models for Change Information Sharing Tool Kit 
http://modelsforchange.net/publications/282 
The Models for Change Information Sharing Tool Kit provides guidance to jurisdictions seeking to 
improve their information and data sharing practices in the handling of juveniles and reach the ultimate 
goal of improving the outcomes for those youths. The Tool Kit is presented in a format that includes a 
printed volume and a corresponding CD. This format provides the users with a sound theoretical 
background for effective information and data sharing practices along with practical tools (e.g. 
memoranda of understanding, consent forms, etc.) to conduct analyses of and to carry out those practices. 
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Originally developed for Models for Change sites engaged in juvenile justice reform, this tool kit is now 
available by request to a wider audience of juvenile justice practitioners around the country who wish to 
enhance their practices. 

Mythbusting: Breaking Down Confidentiality and Decision-making Barriers to Meet the 
Education Needs of Children in Foster Care 
http://www.americanbar.org/content/dam/aba/publications/center_on_children_and_the_law/education/m 
ythbusting2.authcheckdam.pdf 
This publication focuses on meeting the educational needs of children in the child welfare system. The 
issues of confidentiality and decision making are addressed only in the context of meeting education 
needs. Primarily, confidentiality refers to education records, but access to child welfare records is also 
discussed as it relates to education needs. Decision making refers to education decisions only. 

Navigating Information Sharing Toolkit 
http://sshs.promoteprevent.org/nis 
This toolkit was created to help local school and community partners address the complexities of 
information sharing about young people in multiple systems. Many students today find themselves 
involved with mental health, law enforcement, juvenile justice, child welfare, and other providers trying 
to assist them and their families. NIS was created to help these young people and their families by 
supporting school and community providers to more effectively develop and navigate information sharing 
systems, policies, and procedures. The toolkit contains information on how to implement information-
sharing policies, sample information-sharing documents, explanations of relevant federal laws, and 
checklists for developing MOUs, law, and policy on information sharing. 

Protecting Youth from Self-Incrimination When Undergoing Screening, Assessment, and 
Treatment Within the Juvenile Justice System 
http://www.jlc.org/sites/default/files/publication_pdfs/protectingyouth.pdf 
This guide describes in detail where the potential for self-incrimination arises in the context of screening, 
evaluation and treatment conducted when youth become involved in the juvenile justice system. For 
instance, many initiatives also call for information-sharing across agencies and, consequently, sensitive 
mental health and substance abuse screening, assessment and treatment information may find its way into 
a youth’s court or probation files. Such information-sharing practices must be closely examined to ensure 
that they do not violate youths’ confidentiality rights with respect to their behavioral health records, under 
the federal Health Insurance Portability and Accountability Act of 1996 (HIPAA), the federal drug and 
alcohol laws, and applicable state confidentiality laws. 

Solving the Data Puzzle 
http://www.americanbar.org/content/dam/aba/migrated/child/education/publications/solvingthedatapuzzle 
.authcheckdam.pdf 
A How-To guide that helps readers identify the data they need to better serve children in out-of-home 
care. It also sets forth options for how to gather the data in light of existing legal requirements and 
opportunities. The guide includes checklists to facilitate education and child welfare collaboration. 

The Forum for Youth Investment: Ready By 21’s “Taking Stock Worksheet” 
http://www.readyby21.org/resources/taking-stock-worksheet 
This worksheet is designed to help leaders assess current data strengths and gaps in their community. The 
worksheet prompts readers to think about what data is important for decision making, where current data 
is accessed, and what additional data would contribute to more informed decision making. This worksheet 
can be used by leaders in a variety of ways. For example, it can be used to prompt discussion during a 
community meeting or it can be used as a survey among providers and policymakers. The goal is to help 
leaders gain more information about where there is available data on child and youth outcomes; family, 
school and community supports; and leadership efforts. 
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The Important – But – Risky Business of Information Sharing 
http://www.juvenileis.org/documents/JIS_Update.pdf 
This article highlights the importance of sharing information across systems and also the risks involved. 
The significance of facilitating the timely and reliable exchange of information is bolstered by a brief case 
study of a 10-year-old girl who was the victim of inadequate information sharing that led to the 
inappropriate provision of services. 

Top Threats to Data Protection 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/issue-brief-threats-to-your-data.pdf 
This brief outlines critical threats to educational data and information systems. Threats are divided into 
two categories: technical and non-technical. A brief description of each threat is followed by a suggestion 
of appropriate risk mitigation measures. 

Using Data in Multi-Agency Collaborations: Guiding Performance to Ensure 
Accountability and Improve Programs 
http://www.childtrends.org/Files/Child_Trends-2012_02_23_FR_UsingData.pdf 
This report offers practical advice about collecting and using data in a multi-agency environment. It 
provides a step-by-step guide to launching a multi-agency data system, making that system work by 
ensuring that partners collect accurate and complete information, analyzing and acting on data to 
strengthen programming, and sustaining the data collection system over time. 

Webinar Archive: The Art of Effective Data Sharing 
http://forumfyi.org/content/webinar-archive-art-ef 
This webinar discusses how policy decision makers benefit from shared information systems. The 
webinar, along with the corresponding PDF of slides, explains the necessary partnerships, various barriers 
(legal, financial, technical), and strategies to help overcome these barriers, including increased 
communication across agencies. 

What Do Youth and Parents/Guardians Think About Information Sharing? 
http://www.juvenileis.org/documents/FocusGroupReportFinal.pdf 
The Family/Youth Involvement Subcommittee of the Colorado Children and Youth Information Sharing 
Collaborative (CCYIS), one of the pilot sites of the NJISI, was charged with examining youth and family 
perspectives regarding their experiences with sharing information with various agencies. Subcommittee 
members, with the help of Juvenile Information Sharing, developed the focus group recruitment strategy, 
facilitation protocol, and the semi-structured focus group interview guides. Ten discussion groups (5 
youth and 5 adult) were held in the early summers of 2010 and 2011. The findings of these interviews 
have been compiled and placed in this report. The family and youth perspective radiates throughout the 
report and provides us with recommendations and insight on how families and youth in crisis expect to be 
treated and how they expect their information to be shared. 
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FEDERAL LAW RESOURCES 

Confidentiality in Public Child Welfare FAQ 
http://www.napcwa.org/Youth/docs/ConfidentialityFAQs.pdf 
A Q&A sheet produced by the National Association of Public Child Welfare Administrators regarding 
confidentiality in the child welfare system, including a review of CAPTA, Title IV-E and IV-B, HIPAA, 
FERPA, and drug and alcohol regulations. 

Data Sharing Agreement Checklist 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/data-sharing-agreement-checklist.pdf 
The purpose of this document is to summarize the requirements for the written agreements under the 
studies exception and the audit or evaluation exception as specified in FERPA. 

Department of Education: FERPA General Guidance for Students 
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/students.html 
The following guidance provides eligible students with general information about the Family Educational 
Rights and Privacy Act (FERPA). This document is a compilation and update of various letters and 
guidance documents previously issued that respond to a variety of questions about FERPA. While this 
guidance reflects the Department of Education’s best and most current interpretation of applicable 
FERPA requirements, it does not supersede the statute or regulations. The document includes information 
regarding access to school documents, disclosure of records, annual notification of rights, law 
enforcement units, complaints of alleged failures to comply with FERPA, amongst other topics. 

HIPAA: Exceptions Providing Law Enforcement Officials and Social Service Providers 
Access to Protected Health Information 
http://www.ndaa.org/ncpca_update_v16_no4.html 
Provided by the National District Attorneys Association, this article outlines a number of exceptions in 
HIPAA that allow law enforcement officials to access protected health information These exceptions 
bypass the requirement that the individual consent or be given an opportunity to decide whether his or her 
protected health information will be disclosed. 

How Can Child Welfare Agencies Access Education Records Under FERPA? 
http://www.americanbar.org/content/dam/aba/publications/center_on_children_and_the_law/education/qa 
datapuzzle2012.authcheckdam.pdf 
A Q&A sheet that addresses the impact of FERPA on information sharing, what types of information 
schools can and cannot release without parental consent, and FERPA exceptions. 

The Family Educational Rights and Privacy Act: Guidance for Reasonable Methods and 
Written Agreements 
http://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd_agreement.pdf 
This document is a FAQ sheet for schools, school districts, postsecondary institutions, and State 
educational authorities that may disclose personally identifiable information. It provides guidance about 
the requirements and best practices for data disclosures under the studies exception and the audit or 
evaluation exception. 

Updated Model FERPA Notifications 
Elementary and Secondary: http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html 
Postsecondary: http://www2.ed.gov/policy/gen/guid/fpco/ferpa/ps-officials.html 
These two documents outline the rights accorded to eligible students under FERPA regarding their 
educational records. Additionally, information is provided concerning permitted disclosure of personally 
identifiable information without student consent, including which parties would be eligible to receive the 
information. 
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GOVERNANCE RESOURCES  

Data Governance Checklist 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/data-governance-checklist.pdf 
The purpose of this checklist is to assist stakeholder organizations, such as state and local educational 
agencies, with establishing and maintaining a successful data governance program to help ensure the 
individual privacy and confidentiality of education records. Data governance can be defined as an 
organizational approach to data and information management that is formalized as a set of policies and 
procedures that encompass the full life cycle of data, from acquisition to use to disposal. 

Data Governance and Stewardship 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/issue-brief-data-governance-and-stewardship.pdf 
This brief provides guidance on how to successfully manage complex data systems by establishing a 
comprehensive data governance approach. Data governance principles discussed in this paper apply to a 
large number of audiences and can be used to improve data management of systems spanning pre-school 
through postsecondary education and into the workforce. 

Governance Guidelines for Juvenile Information Sharing (2011) 
http://www.juvenileis.org/guidelines_flash.html 
The National Juvenile Information Sharing Initiative (NJISI) guidelines draw on the experience and 
expertise of many who work in youth-serving agencies and information technology initiatives throughout 
the United States. The NJISI guidelines are designed to support and assist state and local agencies and 
staff in improving outcomes for children, youth and families, and suggest a course of action for key 
agency and organization stakeholders involved in state or local efforts to successfully implement and 
sustain juvenile information sharing. 

Guidelines for Juvenile Information Sharing (2006) 
www.ncjrs.gov/pdffiles1/ojjdp/215786.pdf 
The guidelines are presented in four chapters that integrate the three critical components of juvenile 
information sharing—collaboration, confidentiality, and technology—into an effective developmental 
framework. Each chapter includes a brief introduction, guidelines, and a summary discussion of each 
guideline. A glossary of relevant terms and references is provided at the end of the Guidelines. 
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STATE LAWS & LEGAL ANALYSIS RESOURCES 

A Guide to Legal and Policy Analysis for Systems Integration 
www.juvenileis.org/assets/publications/jjguide.pdf 
The Guidebook offers strategies through which communities can assess their strengths and challenges, 
create partnerships, and devise a plan through which their unique system goals can be met. This manual is 
not intended as a comprehensive legal analysis or an authority on federal and state laws. It simply offers 
an explanation of the role of legal and policy analysis in system integration efforts and an overview of the 
process as experienced in several communities. It offers a structure within which legal information 
pertinent to systems integration efforts can be gathered and analyzed, resulting in the development of 
recommendations and action strategies that will support the goals of a larger initiative. 

Juvenile Justice Bill Tracking Database 
http://www.ncsl.org/issues-research/justice/ncsls-juvenile-justice-bill-tracking-database.aspx 
The National Conference of State Legislatures has partnered with the John D. and Catherine T. 
MacArthur Foundation to develop this juvenile justice legislation database. In the database, users can 
search for bills related to “Records and Information” by state. 

Online Legal Search Tool 
http://www.juvenileis.org/datasearch.php 
This online tool was designed to assist state and local agencies and organizations in determining what 
state laws permit and require with regards to juvenile information sharing – either in their state or in other 
states. The search tool provides an online source of accurate and readily available information that will 
aid juvenile justice and at-risk youth agencies seeking to implement juvenile information sharing 
interagency agreements; develop uniform policies in the areas of child welfare, behavioral health and 
juvenile justice; and assist policy makers in reviewing what legislative actions states have taken in the 
areas of information sharing. This tool will allow for a comparison of multiple state statutes using key 
word searches. 

State Statutes: Juvenile Interagency Information and Record Sharing (current to Winter 
2010) 
http://dept.fvtc.edu/childprotectiontraining/states.htm 
This site organizes and presents state laws on juvenile record privacy and is designed to assist state and 
local officials in determining what state law permits and requires with regards to juvenile record sharing. 
In addition, this site contains information current to Winter 2010 that provides a source of accurate and 
readily available information that will aid state and local officials seeking to implement interagency 
agreements in the areas of child welfare juvenile justice. 
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STATE LEVEL EXAMPLE RESOURCES 

California Child Welfare Council Data Linkage and Information Sharing Committee’s 
Inventory of Best Practices 
http://www.dss.cahwnet.gov/cdssweb/PG2346.htm 
The Department of Social Services in California has compiled a list of information, documentations, and 
additional resources from the Child Welfare Council Data Linkage and Information Sharing Committee 
efforts and recommendations, and serves as a collection of best practices for national, state, and local 
organizations. Additionally, the site contains templates for setting up data exchanges between agencies 
and can be used with counties, schools, local entities, and nonprofits. 

Sharing School Records with Child Welfare Officials: FERPA and Florida Legal 
Provisions 
http://www2.americanbar.org/BlueprintForChange/Documents/florida_memo_on_ferpa.pdf 
This memo analyzes how schools can share educational records with child welfare agencies under 
FERPA. As discussed in the memo, several provisions of Florida law require this information sharing. 
The Family Educational Rights and Privacy Act (FERPA) is a federal law that gives parents the right to 
their child’s educational records and limits disclosure to third parties except in certain circumstances. 
While many school districts in Florida appropriately share school records with the Department of 
Children and Families, there are some school districts that believe FERPA does not allow such 
information sharing. The memo further delineates the requirements on behalf of schools to release 
information consistent with FERPA and the mandates instituted to ensure information sharing. 

State of Arizona Blueprint: Child Welfare and Juvenile Justice Systems Integration 
Initiative 
https://www.cwla.org/programs/juvenilejustice/AZBlueprints.pdf 
The Arizona Blueprint provides readers with strategies that allow various systems to support information 
sharing. Steps include identifying barriers and resources, developing an infrastructure that can facilitate 
information sharing and disseminating guidance from the state level to counties as to law and policies 
regarding information sharing. 
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TECHNOLOGY AND DATA SYSTEM RESOURCES 

An Introduction to Information Sharing, XML and Other Standards – What It All Is and 
Why You Should Do It 
http://www.juvenileis.org/training.html 
This training video provides an overview of the benefits of Information Sharing; what XML is and how it 
fits into information sharing; current efforts in information sharing and other information sharing 
standards that agencies and organizations should know about. The training session is conducted by the 
National Juvenile Information Sharing Initiative’s Technical Lead. The training also provides a 
demonstration of a data exchange using a XML and discusses current efforts in information sharing that 
include: JJXDM, NIEM and the Children Youth and Family Services domain – CYFS. 

An Introduction to the NIEM Extension Wizard 
http://www.juvenileis.org/training.html 
This video provides an overview to the Extension Wizard tool by the tool developer, Tom Carlson. The 
Extension Wizard is a tool that assists in extending the NIEM to reflect additional content when 
developing information exchanges. 

CYFS Guided Tour – An Overview of the Children, Youth and Family Services Domain 
http://www.juvenileis.org/training.html 
Have you heard about the new Children, Youth, and Family Services (CYFS) domain? It's part of the 
National Information Exchange Model (NIEM), but unless you actually sit on the governance committee, 
you may not have heard much about this youth and family focused information sharing domain. This 
guided tour describes the domain, its history, its major features, and a few things to watch out for within 
this new domain. The training session is conducted by the National Juvenile Information Sharing 
Initiative’s Technical Lead. 

Data Security Checklist 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/ptac-data-security-checklist.pdf 
The purpose of this checklist is to assist stakeholder organizations, such as state and local educational 
agencies, with developing and maintaining a successful data security program. A data security program is 
a vital component of an organizational data governance plan and involves management of people, 
processes, and technology to ensure physical and electronic security of an organization’s data. 

Data Security and Management Training: Best Practice Considerations 
http://www2.ed.gov/policy/gen/guid/ptac/pdf/issue-brief-security-training.pdf 
This brief provides best practices for data security and data management trainings for educational 
leaders. The brief discusses key training concepts to follow, content, delivery methods, and possible 
audiences for these trainings. 

Extension Wizard 
http://www.juvenileis.org/tools.html 
The Extension Wizard is a tool that alleviates the difficulty of developing proper information exchanges. 
The tool hides the complexities of this process by guiding users through a series of steps to successfully 
develop data exchanges. The Extension Wizard tool is being made available to the non-technical 
community and will ensure XML Schema conformance with National Information Exchange Model 
(NIEM). 

Extension Wizard Tutorial 
http://www.juvenileis.org/training.html 
This video walks users through an exercise in using the Extension Wizard. A user will run through a 
simple decision tree process with the guidance of the instructor, Tom Carlson. The initial exercise is 
designed to assist the user to either: 1) create a container, 2) create an element which holds data, such as 
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text strings or numbers or, 3) create an element which contains other elements. It is recommended that 
you watch the introduction video first and have some experience working with XML schema. 

Have You Asked a Parent Yet?: Parent Involvement in MIS Design 
http://www.juvenileis.org/documents/HaveYouAskedaParentYet.pdf 
Designers of integrated management information system rarely recognize the value, understanding, and 
insight parents can bring to the process in order to streamline systems, ensure confidentiality, and increase 
validity of outcome measurements. This short article discusses how parents can provide excellent 
suggestions to MIS managers such as pointing out data labels that promote stigma and suggesting changes 
that better protect privacy and security. 

Introduction to Cross-Systems Data Sources in Child Welfare, Alcohol, and Other Drug 
Services, and Courts 
http://store.samhsa.gov/shin/content//SMA11-4630/SMA11-4360.pdf 
This guide describes the primary data-reporting systems used in the child welfare, alcohol and other drug 
services, and court systems. The document describes 15 data-reporting systems, including 8 child welfare 
systems, 5 alcohol and other drug service systems, 2 initiatives to implement a national data reporting 
system in the courts, and 1 enterprise health information system for data on American Indian and Alaska 
Native families. 

JJXplorer 
http://www.juvenileis.org/jjxplorer/index.php 
JJXplorer™ is a search tool that provides practitioners and developers with an easily understandable 
method to search the national juvenile justice data model (JJXDM – Juvenile Justice XML Data Model) 
for specific data related to juvenile justice, child welfare and at risk youth communities. JJXplorer™ 
provides practitioners with detailed information on each of the individual elements in the data model 
including definitions, relationships with other data elements and the eXensible Markup Language or XML 
schema necessary for the development of data exchanges conformant with the National Information 
Exchange Model - NIEM. 
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